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= Objective @

Enhance cybersecurity resilience in hospitals and healthcare

providers across the EU

= Strategic Pillars
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European action plan on the cybersecurity of hospitals and healthcare providers

© Prevent incidents

Training, preparedness

—

Q, Detect threats
A& Respond and recover

Deter malicious actors

Early warning system, detection tools
Incident response teams, EU reserve

Legal tools & cyber diplomacy

HEALTH



Empowering Communities

The most feasible option to scale up the impact.

o The Power of Community

Trusted
Solutions

Capacity . )
Building Collective Impact: The community acts as a

force multiplier, shifting efforts from isolated

Empowering
Communities

<

Knowledge

efforts to a unified European front.

1y

Cybersecurity
Policy


Presenter Notes
Presentation Notes
This pillar is directly connected to ENISA’s mission and strategic objectives. 
Emp comm meaning give them the right tools and methodologies is at the core of the strategy.
And there’s a very good reason for that because that’s the only way to scale up the impact  this power of community acts as force multiplier 


Capacity Building Activities

)

AWARENESS RAISING

Strategic campaigns designed to raise
awareness on cybersecurity risks in
healthcare

O

EXERCISES

Cybersecurity exercises in hot-line
mode supporting planning, execution
and evaluation phases

TRAININGS

Integration of health cybersecurity
training modules in online
platforms

HEALTH




Awareness Raising:

\ What’s in motion?




A campaign dedicated to promoting
Cyber Hygiene among health
professionals.
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cyber defences ﬁ

Keep patients
cyber safe
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S’ AR-IN-A-BOX

YOUR GUIDE

TO DESIGNING

A CYBER-AWARENESS
PROGRAMME gl
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The ENISA-Do-It-Yourself Toolbox

how to design and implement your own
effective cybersecurity awareness
program

Aim
* Teaches how to mitigate the impact
of cyber threats.

* Incorporates activities, materials and
training to promote a culture
of cyber security.

Target audience

organizations seeking to enhance
cybersecurity awareness among internal
and external stakeholders — from SMEs
to large enterprises.




Update underway!

What’s inside the box?
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YOUR GUIDE TO
DESIGNING

A CYBER-AWARENESS
CAMPAIGN
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& AR-IN-A-BOX

CYBER CRISIS
COMMUNICATION
GUIDE

N

COMMUNICATION
STRATEGIES FOR
CYBER AWARENESS

& AR-IN-A-BOX

HOW TO PROMOTE
CYBER SECURITY
AWARENESS

TO C-LEVEL: A GUIDE

PROMOTION TOOLS
AND CHANNELS

;?' AR-IN-A-BOX

HOW TO RUN THE
CYBER-AWARENESS

GAME g
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AR-IN-A-BOX

CYBER

AWARENESS GAME

EnergyCorp hacked

BE THE-STRONGEST LINK
BREAK THE KILLCHAIN
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The AR-in-a-Box Game: reimagined for health

é AR-IN-A-BOX

CYBER
AWARENESS GAME

Can you find the attacker?

EnergyCorp hacked

'S AR-IN-A-BOX

e HOW TO RUN THE
BE THE-STRONGEST LINK CYBER-AWARENESS
BREAK TH_E KILLCHAIN GAME




Cybersecurity exercises:

\ Setting the groundwork




Cybersecurity exercises

What does the Action Plan foresee?

* Alarge roll out of national cybersecurity exercises, in hot-line
mode, to test the playbooks and strengthen incident response
protocols.

How will we put this into practice?

* A dedicated team of experts, trained on the scenario, will be
set up to support Member States in conducting health
exercises according to their needs.




HEALTH

Cybersecurity exercises

Support Member States during the exercise lifecycle.

Planning Execution



Presenter Notes
Presentation Notes
Planning: 
Curation and support in scenario development 
Support in artifact customisation 
Planning of execution 
Participants induction
Preparation of evaluation questionnaires

Execution:
Feedback collection and monitoring of conduct channels

Reporting:
Raw survey results and observations
Draft After Action Report populated with initial findings





Methodology

An end-to-end framework for
planning, running and evaluating
cybersecurity exercises.

Highly adaptable to the exercise,
country, maturity level and specific
objectives.

The ENISA
Cybersecurity
Exercise Methodology

End-to-end guide on how to plan, run
and evaluate an exercise



I Scenario

A carefully crafted reusable scenario.

ENISA will provide a master scenario for
conducting health exercises, encompassing a

variety of health-related events and incidents.

The scenario will be:

* Relevant: Designed with the health threat
landscape in mind and validated by health
security experts and stakeholders.

* Modular: Allowing Member States to tailor
the scenario to their specific needs — from
focused exercises to a large-scale crisis.

Spearphishing
attack

Drive-by infection
Infected document

Attacks through
unsecure wi-fi

Attack through
fileless malware

OSINT incident

Tampered medical
laboratory
instrument

Ransomware
infection

Data loss through
unrecoverable
encryption

Robocall
attacks

Overview of CE22 health technical scenario

Medical data
server attacks

Vulnerable 10Ts
(temperature
control, data leaks)

Multiprotocol data
stealer

.. Malicious insider ,

Insider threat

;; Medical device BampPering .. .oiiiibiiiiisiissinisvideiesisiiviviisivvensinds i

Implantable
cardiac device
cyber-attack
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Technical
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From scenarios to exercises

! @ HEALTH EXERCISE 01
STARTEX

Finalize scenarios Set up support

!

Conduct the first exercises in 2027
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Thank you for your attention

ENISA Athens Office Brussels Office
European Union Agency Agamemnonos 14 Rue de la Loi 107
for Cybersecurity Chalandri 15231, Attiki, Greece 1049 Brussels, Belgium
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